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About INHOPE
Who is INHOPE?
INHOPE, the International Association of Internet Hotlines, was founded in 1999 under the
European Commission’s Safer Internet Action Plan to combat the growing concern of illegal
content. INHOPE represents and co-ordinates a global network of Internet Hoaotlines,
supporting them in their fight against illegal content to make the Internet safer.

Mission

The mission of the INHOPE Association is to support and enhance the performance of
Internet Hotlines around the world, ensuring swift action is taken in responding to reports of
illegal content, making the Internet a safer place.

Goals
To maintain a worldwide network of national Hotlines
To ensure rapid and effective response to reports of illegal content by developing
consistent, effective and secure mechanisms for exchanging reports between Hotlines
internationally, and ensuring a coordinated approach is taken
To implement INHOPE policies and best practice standards for Hotlines and encourage
exchange of expertise
To expand the network of INHOPE members providing consultation and training of
Hotlines to meet INHOPE best practice standards
To educate and inform policymakers and stakeholders at an international level, including
government, law enforcement, child welfare groups, industry and other related bodies,
with the aim of achieving improved international cooperation
To raise awareness of INHOPE and member Hotlines as a single point of contact for
global reports of illegal content
To identify new trends in cyber crimes and develop solutions

lllegal use of the Internet
Over the last decade the Internet has changed the way we communicate, the way we do
business and ultimately the way we live. Unfortunately, as with many new forms of
technology, there is also a downside to the Internet. In the mid 1990’s concerns were raised
over the new types of illegal content being found online, the key areas of concern being:

Child sexual abuse images

Online Grooming

Hate Speech

Hotlines have a key role to play in tackling the problems mentioned above and therefore
making the Internet a safer place.

International Cooperation

Often illegal material reported to Hotlines is hosted beyond the borders of their own country
and the national jurisdiction. The global network of INHOPE member Hotlines provides a
means to pass the relevant information, without delay, to be handled in the country where the
site is hosted. lllegal activity on the Internet is a cross border problem that no organisation
can effectively tackle alone. Hotlines have the support of their national government, Internet
industry, law enforcement, and Internet users in the country of operation and they offer
effective transparent procedures for dealing with reports.

INHOPE was established to support and co-ordinate Internet Hotlines around the world in
dealing with illegal content online. Hotlines need trusted international partners, to rapidly
share reports, in the knowledge that swift action will be taken against the illegal content.
INHOPE is the organisation that builds this network of trust and strives to include more
countries each year to fight the battle against illegal content.
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Building Collaboration Conference
. 3 & 4 September 2009 - Helsinki

Time Day 1 - Thursday, September 3, 2009 — Finlandi a Hall, Helsinki Speaker

09:00 Welcome and introductions Ruben Rodriguez
INHOPE President

Guest Speaker - Heidi Kankainen, Senior Detective Superintendent,
Finnish Ministry of the Interior

- Guest Speaker - Jim Gamble, CEOP
Title - “Globalization; the importance of information sharing across borders”

09:30 Plenary session on “International Operations” Valerio Papajorgji
Europol
Topic : On line investigations are by definition international in scope and to be successful
require cross border cooperation. In this section the following will be explored:- Bjarn-Erik Ludvigsen
- International task forces CIRCAMP
- Development of sources internationally particularly in conspiracy cases
- Timing of and how to release information to other countries Matthew Dunn
- International witness issues ICE

- Examples of successful international operations and law enforcement groups (Joint Hammer,
VGT, Europol)

- Discussion of what has worked well and what could work better including the possibility of
setting up recurrent operational meetings.

10.45 Coffee

11.00 Breakout session 1 — break into separate moderated discussion groups

12.45 Lunch

13.45 Plenary session on obtaining cross-border assistance in significant cases Michael Moran
Interpol
Topic : Cross-border assistance is vital in many cases. In this section the following will be
explored:- Jon Rouse
- How to coordinate getting information / assistance / evidence needed urgently from another Queensland Police
country including:- locating a target, rescuing a victim, obtaining travel records, ISP records, :Service
bank records, obtaining a criminal history check, searching and seizing evidence, forensic
examination of seized evidence, Kim Sundet
- Identifying the single body of law enforcement in each country tasked with obtaining this type [EuroJust
of information quickly in response to an urgent request
- Discussion of cases which illustrate how critical information was obtained quickly across
borders to illustrate what has worked
- Dealing with legal issues from various countries quickly (identifying prosecutors who are
familiar with international issues to be points of contact for these types of reactive cases).

15.30 Coffee

15.45 Breakout session 2 - break into separate moderated discussion groups

17:00 Meeting close
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Building Collaboration Conference
3 & 4 September 2009 - Helsinki

Time

Day 2 - Friday, September 4, 2009 — Finlandia  Hall, Helsinki Speaker
09:00 Plenary discussion on legal process and obtaining evidence across borders. Uwe Rasmussen
Microsoft
Topic : An overview of legal processes. In this section the following will be explored:-
- Discussion of alternative means to get information more quickly Ruben Lombaert. .
- Discussion of ways to improve / streamline the process. European Commission
- ldentify what type of processes are required to obtain information from ESP / ISP _
. Data retention policies including process of preservation letters and utilizing MLATS to obtain  Steve Grocki
providers data. US Dept of Justice
10.45 Coffee
11.00 Breakout session 3 - break into separate moderated discussion groups
12.45 Lunch
13.30 Conclusions from the three sessions and group discussions which will include summaries
15.00 Group discussion with goal of reaching general consensus on what has worked well in Drew Oosterbaan
international operations, what areas need improvement, and a plan going forward. US Dept of Justice
17.00 Meeting close

Meeting Location : Finlandia Hall, Mannerheimintie 13 e, 00100 Helsinki, Finland Tel +358 9 40241

"The project is co-funded by the European Union, through the Safer Internet plus programme”.

Visit: http://ec.europa.eu/saferinternet
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Speakers

Speaker: Mr. Ruben Rodriguez, President of INHOPE

Ruben Rodriguez holds the position of Director of Domestic and International Law
Enforcement Affairs, for the National Centre for Missing & Exploited Children (NCMEC). Prior
to his promotion Mr. Rodriguez was the Director of the Exploited Child Unit (1996-2003) and
the Supervisor of the Case Analysis Unit (1990-1996) for the National Center for Missing &
Exploited Children.

He developed and managed ICMEC'’s International Law Enforcement Training Program
entitled, “Computer Facilitated Crimes Against Children”, in partnership with Interpol and
Microsoft, as well as a First Responders’ Course for Missing Children Investigations.

He is a member of the INHOPE Association and currently holds the position of President of
that organization. INHOPE is a European Union funded network of international civilian
hotlines dealing with illegal content on the Internet.

Mr. Rodriguez has been a guest lecturer at the FBI Training Academy in Quantico, VA; The
British Senior Police College, Bramshill, England; Interpol; Europol and at several National
and International law enforcement conferences and symposiums speaking on the issues of
missing and abducted children as well as child sexual victimization. He has held the following
distinguished positions: Technical Advisor of the Legal and Training Subcommittee of the
Interpol; Standing Working Group on Offenses against Minor; a U.S. Representative to The
U.N. Committee on Education Science Culture (UNESCO).

Prior to his role at NCMEC, he was a Detective with the Metropolitan Police Department in
Washington D.C., where he was assigned to the Intelligence Division. From March 1985 to
June 1990 he was assigned to the FBI as an Intelligence Liaison Officer dealing with
Organized Crime. He attended American University in Washington, D.C. majoring in
Administration of Justice and University of Maryland majoring in Computer Science and
Applications.

Speaker: Mr. Jim Gamble, Chief Executive - Child Exploitation & Online Protection Centre

Jim Gamble is the Chief Executive of the Child Exploitation and Online Protection (CEOP)
Centre. The CEOP Centre was formed in April 2006, and is UK law enforcements’ specialist
unit focussed on child protection.

Jim’s policing career began in Northern Ireland, where he covered both uniform and detective
roles in a rapidly changing and often volatile environment before leading anti-terrorist
responses in both the UK and abroad. Prior to forming CEOP, Jim worked in the National
Crime Squad (NCS) where he oversaw a complex and highly intricate portfolio ranging from
firearm deployment to hi-tech crime and overall intelligence, professional standards and
security as a central figure in the UK’s fight against organised crime.

Jim led the work to set up the National Crime Squads’ specialist child protection response cell
— the Paedophile Online Investigation Team (POLIT) — which was the forerunner for CEOP.
Jim was instrumental in forming the Virtual Global Taskforce (VGT), of which he is the current
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Chair.

Jim is a serving Deputy Chief Constable, and is a member of the Association of Chief Police
Officers in England and Wales. He held the UK policing lead on Domestic Violence for four
years, during which time he developed national policy and significantly raised the profile of the
work being undertaken to combat this crime. Jim currently holds the ACPO Lead for the UK
in six areas; Child Abuse Investigation, Combating Child Abuse on the Internet, Extreme
Pornography, Child Trafficking, Travelling Sex Offenders and Data Communications. This
range of work areas indicates the breadth and specialist nature of work that is undertaken at
the CEOP Centre.

Jim has spent time working in South East Asia alongside government, law enforcement and
NGO'’s on many projects protecting children This is an ongoing project to develop and inform
the UK’s response to travelling sex offenders. He received the Queens Police Medal (QPM) in
2008.

Speaker: Mr. Valerio Papajorgji - EUROPOL

First Officer Group Leader for the Child Sexual Exploitation at Europol since 2003

Project Manager of the Analysis Work File "Twins" combating criminal networks involved
in the production and dissemination of child abuse material since 2004

Europol member of CIRCAMP and European Financial Coalition
Before joining Europol served as an Italian Police Officer for 10 years
BA in "Economics and Trade" and MA in "Criminal Intelligence Analysis"

Speaker: Mr. Bjgrn-Erik Ludvigsen - CIRCAMP

Bjarn-Erik Ludvigsen is a 20 year veteran police officer and a Police Superintendent with
the National Criminal Investigation Service, the National Norwegian hub for serious and
organized crime. Mr. Ludvigsen is currently attached to the Criminal Investigation Department
at NCIS, dealing primarily with child sexual abuse on the Internet, online cases, victim
identification, undercover operations and related investigations.

His previous assignments include general investigations in various crime areas, computer
training and education, bomb disposal, anti terrorism and narcotics investigations in addition
to regular street patrols. He is currently the Driver for the CIRCAMP project, a European
multi-national Law Enforcement thematic network and the initiator of the Internet Law
Enforcement/Internet industry blocking system against child sexual abusive material on the
Web in Norway and later in CIRCAMP. In addition he was responsible for the development

and daily operations related to the police operated online hotline on child sexual abuse.

Speaker: Mr. Mathew Dunn - US Immigration and Customs Enforcement

Matthew Dunn has worked in US federal law enforcement for over 11 years. He is currently
the Section Chief of the Child Exploitation Section within the US Immigration and Customs
Enforcement (US Department of Homeland Security). He is responsible for overall
management and oversight of all child exploitation investigations within ICE. The Child
Exploitation Section is responsible for providing guidance, training, and investigative support
to ICE special agents working child exploitation investigations. He is the Senior Practitioner
for ICE on the Virtual Global Taskforce.
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Matt has spent the past 4 % years in the Child Exploitation Section. Prior to joining CES, he
has conducted work in internal affairs/internal crime, white collar crime, financial crime,
contract fraud, and corruption.

Speaker: Mr. Michael Moran - INTERPOL

Michael Moran is a member of An Garda Siochana (Ireland’s National Police force) since
1990. He has worked in patrol, drugs, and national serious crime. In 1998 he began to work in
the domain of child exploitation on the Internet and apart from a promotional break in patrol
and court duties, has been working in that field ever since.

In 2006 he transferred on secondment to INTERPOL IPSG in Lyon. He took up duty in the
Trafficking in Human Beings section where he specializes in child exploitation online. He has
been a trainer on the SELM course since 2001 and has organised and assisted at many
training course outside of that. He has various qualifications in IT and management and is
currently working with University College Dublin in the development of their Masters
programme in Forensics computing and cybercrime investigation.

Speaker: Det. Inspector Jon Rouse - Queensland Police Service

Detective Inspector Jon Rouse has 25 years operational service with the Queensland
Police Service. He has been an appointed Detective for 19 years, with 13 years devoted to
investigating crimes against children. The last 8 years of his service has been at Task Force
Argos, a specialist investigative unit responsible for the investigation of child sex offenders. In
2001 Jon implemented the Queensland Police services response to online child sexual
exploitation by commencing the countries first covert operation to target child sex offenders.

Jon has delivered presentations on online child exploitation to the Australasian Police
Commissioners Conference, the AFP Management of Serious Crime Course 7 times, the
Western Australia Police, New Zealand Police/Customs/DIA combined Child Abuse Team
Managers Conference, twice at the Interpol Child Exploitation Conference, Lyon, France, the
CEPOL Conference, Oslo Norway, and he is currently an instructor on the Computer
Facilitated Crimes against Children training coordinated by the International Centre for
Missing Children Washington DC, delivering training to law enforcement in Lithuania,
Panama, the Philippines, the Ukraine, Korea and Colombia. He is the recipient of
Commissioners certificates for his leadership and investigative work, and is the recipient of
the Queensland Police Medal, and the National Service Medal.

Speaker: Mr. Kim Sundet - EuroJust

Graduated Faculty of Law University of Oslo 1984

1985-86: Legal adviser Ministry of Labour and Local government, Oslo, Norway
1986-1994 Police prosecutor, Oslo Police District, Norway

1994-1995 Assistant judge, District Court of @stfold, Norway

1995-1998 Chief Police Prosecutor, Organized Crime Unit, Oslo Police District, Norway
1998-2006 Public Prosecutor in the region of Oslo, Norway

2007- Liaison Prosecutor for Norway, Eurojust, The Hague, Netherlands

Speaker: Mr. Uwe Rasmussen - Microsoft
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Currently legal counsel — Microsoft EMEA
2004 — 2009 De Gaulle Fleurance & Associés (private practice)

2000 — 2004 August & Debouzy (private practice)

Speaker: Mr. Ruben Lombaert — European Commission

Ruben A. Lombaert works as a policy officer at the European Commission, DG Justice,
Freedom and Security, dealing with cybercrime.

Prior to joining the European Commission, Mr Lombaert has been an academic staff member
of the Institute for European Studies of the VUB (Vrije Universiteit Brussel, Belgium), where
he was responsible for e-learning. He also spent several years working as European Affairs
consultant. Mr. Lombaert studied Politics and European Law at the universities of Ghent,
Grenoble and Oxford, and at the College of Europe.

Speaker: Mr. Andrew G Oosterbaan — US Department of Justice

Since 2001, Drew Oosterbaan has held the Senior Executive Service position of Chief of the
Child Exploitation and Obscenity Section (CEOS) for the U.S. Department of Justice.
Oosterbaan has more than twenty years of experience as a federal prosecutor, having served
in that capacity with the U.S. Army Judge Advocate General’'s Corps in Germany and as an
Assistant United States Attorney in the Southern District of Florida. As Chief of CEOS,
Oosterbaan manages a section of expert prosecutors and computer forensic specialists who
conduct high-impact prosecutions, nationwide, involving child sexual exploitation, including
sex trafficking. CEOS also develops and coordinates multi-district investigations, law
enforcement initiatives and operational strategies, and conducts an extensive training
program for prosecutors, judges and law enforcement agents around the world.

Under Oosterbaan’s leadership, CEOS has had a major impact on federal policy, legislation
and prosecutions in the areas of child exploitation. CEOS regularly conducts nationwide child
pornography operations against mass distribution mechanisms resulting in hundreds of
successful prosecutions. In a joint effort with the FBI and the National Center for Missing and
Exploited Children, Oosterbaan also designed and implemented a highly successful
nationwide strategy against child prostitution. Additionally, under Oosterbaan’s direction,
CEOS has developed successful national impact undercover operations and other
investigations targeting U.S. citizens traveling abroad for the purpose of having sex with
children who are frequently the victims of trafficking. As Chief of CEOS, Oosterbaan regularly
counsels Departmental leadership on critical policy matters in the areas of child exploitation
and obscenity, and has been integrally involved in the drafting of major legislation targeting
child exploitation, including the new Prosecutorial Remedies and Other Tools to End the
Exploitation of Children Today Act of 2003 (the APROTECT Act@, and the Adam Walsh Child
Protection and Safety Act of 2006. Oosterbaan has also played a leading role in national
efforts to identify victims of child pornography and to save them from further sexual abuse.

Oosterbaan is a 2001 recipient of the Attorney General’s Distinguished Service Award and a
2005 recipient of the Attorney General’'s John Marshall Award for Outstanding Achievement in
Litigation. In 2006, the President honored Oosterbaan with the Presidential Rank Award for
Meritorious Executive.
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Helsinki Information

INHOPE City Guide - Helsinki
September 2009

Below is information that you may find useful in Helsinki.

All meetings will take place in the Finlandia Hall conference center, Mannerheimintie 13 e,
00100 Helsinki, Finland.

The Meeting Location
The meeting is being held in Finlandia Hall conference center.
Address: Mannerheimintie 13 e, 00100 Helsinki, Finland.

For maps and directions — see Google maps. Search for “ Mannerheimintie 13 e, 00100
Helsinki, Finland”

Hotel Locations

The hotels that most of the international guests will be staying in Best Western Premier Hotel
Katajanokka or the Hotel Helka

Best Western Premier Hotel Katajanokka (Katajanokan vankilahotelli)
Vyobkatu 1, 00160 Helsinki, Finland

Phone: +358 (0)9 686 450

Web: http://www.bwkatajanokka.fi/ln_English/Hotel Katajanokka

Directions: _ From “Best Western Premier Hotel Katajanokka” to “Finlandia Hall”
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Best Western Premier Katajanokka
Vyodkatu 1
00160 Helsinki, Finland
1. Head north on Gordelgatan towardKauppiaankatu 49 m
2.  Turn left at Kauppiaankatu 0.2 km
3. Turnright at Kronbergsgatan 0.1 km
4. Turn left at Hamngatan 0.1 km
5.  Turnright at E12/E75/Katajanokanlaituri 0.3 km
6. Turn left at E12/E75/Norra esplanaden 0.8 km

Continue to follow E12/Norra esplanaden
Finlandia Hall
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Hotel Helka

Pohjoinen Rautatiekatu 23, 00100 Helsinki, Finland
Phone: + 358 (0)9 613 580

Web: http://www.helka.fi

Directions: _ From “Helka Hotel” to “Finlandia Hall”

Hotelli Helka
Pohjoinen rautatiekatu 23

00100 Helsinki, Finland

1. Head northeast on Norra 0.2 km
Jarnvagsgatan towardFredrikinkatu

2. Slight right at Arkadiagatan 0.2 km

3. Slight right at E12/Mannerheimintie 0.5 km

4. Turn left at Lénnrotinkatu 12m

Finlandia Hall - o _
Mannerheimintie 13 C, Helsinki, Etela-Suomen Laani

100
00250, Finland
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Transport

Airport to meeting venue — Finlandia Hall

The airport is situated about 20 Kilometres from the meeting venue. By taxi it takes about
25min and costs approx 35-45€. Public transportation options from YTV website.
(www.reittiopas.com)

Airport to Hotels

The airport is 20 km from the Helsinki center, where also the listed hotels are situated. By taxi
it takes about 20-30 minutes and costs about 35-40€. Public transportation options from YTV
website. (www.reittiopas.com)

From hotels to the meeting venue — Finlandia Hall

From the Best Western Premier Hotel Katajanokka it is 2km to the Finlandia Hall. By taxi it
takes 10mins & costs approx10-15€. From the Helka Hotel it is less than 1km to the Finlandia
Hall. It is approximately a 5-10 min walk

The taxi number is 0100 0700. Taxis are metered and credit cards are accepted.
If you wish you can order the taxi (additional cost about 6€) on the previous day. Ask your
hotel or phone 0100 0600.

Tram Network Map
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Practical Information about Helsinki:
Language: Finnish. Swedish is the second official language, but in practice English is
often stronger as the foreign language, and usually very well understood.

Weather: The average temperature range in September is between 12 and 18 C with
a reasonable chance of rain.

Currency: Euro
Taxes: Included in all prices
Tipping: Tipping is not common in Finland. Service is always included in the prices,

but feel free to round the sum to a convenient sum if you wish.

Events
The 12th Finnish Fireworks Championships will take place in Helsinki on Friday the 3rd of
September 2009 at 9.30 pm.

The event takes place in Hernesaari island, Helsinki, opposite the Kaivopuisto park. The
fireworks are best seen from the shores of Kaivopuisto. This is a free event.

Emergency Phone numbers

112 is the general phone number that can be used in any emergency situation if someone’s
life, health, property or the environment is threatened or in danger, or if you have cause to
assume this to be the case.

INHOPE numbers

In any problems or emergency you can call
Denton Howard (mobile) + 353 87 2399550
Kerry Gordon (mobile) + 353 87 9961499
Mari Laiho (mobile) + 358 40 590 1416
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Attendee list

First name Last name Organisaton

Adrian Dwyer INHOPE

Alain Remue Belgian National Police

Andrés Sotoca Plaza Guardia Civil

Anne Hankosalo STC Finland

Atsuko Kaneko Internet Assoc of Japan

Barbara Schlossbaur Stopline AT

Bettina Maglock ICE / DHS

Bjorn Erik Ludviksen CIRCAMP / Norwegian Police

Charles Gillander Police Grand-Ducale

Cristiana De Paoli Save the Children Italy

Darreyl Tonne ICE - Phillipines

David Atkins ICE - Netherlands

Denton Howard INHOPE

Don Bruckschen ICE

Drew Oosterbann US Dept of Justice

Eddie Allmond 1l ICE - India

Eduardo Casas Herrer Cuerpo Nacional de Paolicia

Ellen Stassart Child Focus

Elvira D'Amato Italian Postal Police

Erik Verstraten IPOL

Esko Ruohomaki National Bureau of Investigations

Eugenia Office of General Public Prosecutor - Russian

Nikolayevna STEPANOVA Federation

Evgeny Bespalov Friendly Runet Foundation

Frank Ackermann INHOPE

Gabrielle Shaw CEOP

Guillermo Galarza ICMEC

Harald Gremel Criminal Intelligence Service Austria

Heidi Kankainen Finnish Ministry of the Interior
Office of General Public Prosecutor - Russian

Igor Nikolayevich STEPANOV Federation

James MacDowell ICE / Danish Police

Jari Kinnunen Pirkanmaa Police Department

Jen-hwa Ma National Police Agency-Taiwan

Jim Gamble CEOP

Jim Warnock CEOP

Jiri Prusa Ministry of Interior of the Czech Republic

José Luis Zatarain Protegeles

Juha Kurjenluoma National Bureau of Investigations - Finland

Kari Korhonen Oulu Police Department

Kathy Free eBay / PayPal

Kerry Gordon INHOPE

Kim Sundet Eurojust

Lija Miheli Spletno-oko

Linda Venselaar Meldpunt

Luis Garcia Pascual Cuerpo Nacional de Policia

Marek Dudek NASK

Mari Laiho INHOPE

Marius Juozapavicius Lithuanian Police

Mark Steele ICE, US Embassy, Moscow

Martti Harma STC Finland
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Matthew Dunn ICE - C3
Mia Tuominen Ministry of Interior Police Department
Michael Moran Interpol
Michael Busch EC
Michael Lynch Garda Siochana
Michael Lepore ICE
Michelle Collins NCMEC
Mr Yasushi Takahashi Japanese Police
Paul Durrant Hotline.ie / ISPAI
Paul Cha FBI
Pavel Borisovich STEPASHKIN GUVD of Moscow
Petri Kosonen Helsinki Police Department
Quentin Aoustin AFA
Ray Lamb ICE - UK
Riitta Kauppinen STC Finland
Robindhra Mangtani GSMA
Ruben Lombaert EC
Ruben Rodriguez INHOPE
Saskia Kask Office of the Prosecutor General - Estonia
Sawvas Symeou Cyber Crime office Police
Scott McMillion FBI
Seija Léfman National Bureau of Investigations
Sergei Kishkinsky
Sergey
Sergeyevich ALABIN GUVD of Moscow
Shawn Bray US Dept of Homeland Security
Sirpa-liisa Rahkala Oulu Police Department
Steve Grocki US Dept of Justice
Steve Selves IWF
Tatjana Musi Slovenian General Police Directorate
Tim Williams INTERPOL Washington - Dept of Justice
Tuija Kivinen Helsinki Police Department
Manuel
Uwe Rasmussen Microsoft
Valerio Papajorgji Europol
Win Van de Velde New Zealand National Police
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